@ SERIES: CYBERSECURITY

MICROSOFT 365 PREMIUM + ALL@
EMAIL & IDENTITY SECURITY
PLATFORM CONTACT US =¢

RISKY USER MONITORING

At All IT, we monitor Microsoft account logins 24/7. If a login is flagged as risky based on our
security parameters, we assess and take action, including blocking access when necessary.

Risky logins can be triggered by several factors, such as:
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When a risky login is detected, we immediately block user access, then reach out to verify the
activity. If the login is determined to be malicious, we reset the account and change
passwords.

GEO-BLOCKING

By default, we block logins from outside a user’'s nominated country. If you need to travel, we
can make temporary exceptions to maintain access while keeping security intact. This
significantly reduces exposure to threat actors.

HUNTRESS MANAGED IDENTITY THREAT
DETECTION & RESPONSE (ITDR)

Huntress provides 24/7 monitoring for Microsoft 365 user accounts, detecting and
responding to:

¢ Session hijacking (which can bypass multi-factor authentication)

¢ Credential theft

¢ Malicious inbox and forwarding rule manipulations

¢ Account takeover and business email compromise (BEC) attempts
If a high-risk threat is detected, our team will immediately block the user account until
remediation is complete.

cybersecurity, cloud, and telephony—fast, reliable solutions that drive growth.

All IT keeps your business secure, connected, and efficient with 24/7 IT support,
ALL@

Call 1300 425 548 or visit www.allitservices.com.au
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MICROSOFT 365 PREMIUM LICENSE

This license provides access to email, Microsoft Office programs, and the logging and security
features that we use to implement your security baseline.

However, it’'s important to note that Microsoft 365 (like all Microsoft products) does not
have all security features enabled by default. Activating these features requires careful
configuration to align with each organisations specific needs and security requirements.

The full feature set is detailed below:
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All IT keeps your business secure, connected, and efficient with 24/7 IT support,
cybersecurity, cloud, and telephony—fast, reliable solutions that drive growth.

Call 1300 425 548 or visit www.allitservices.com.au
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